The EUROPEAN SUPERVISOR EDUCATION INITIATIVE
(ESE)

presents the training

“MANAGING CYBER RISK AND THREATS IN FINANCIAL
INSTITUTIONS”

hosted by: Deutsche Bundesbank
Date: 26 — 28 September 2023

Venue: Berlin, Germany



OBJECTIVES

The training is designed to give the participants an overview and deeper
insights in managing cyber risk and threats in financial institutions,
focussing on the following topics:

e Regulatory framework and supervisory expectations

e Threat-led Penetration Testing, TIBER, Cyber Threat Intelligence
and Red Teaming

e Implementation in practice

TARGET GROUP
Senior IT-Risk supervisors

FORMAT
Presentations, panel discussion and workshops

TRAINERS

Supervisory and industry experts



PROGRAMME

Day 1, Tuesday, 26 September 2023

12.15-13.00 Arrival at seminar venue and optional light lunch

13.00 — 13.15 Welcome and introduction
Markus Mufeleck, Deutsche Bundesbank

13.15 - 14.45 Supervisory expectations on IT Cyber Risk Management
in Financial Institutions, Update on DORA
Andreas Vogel, Deutsche Bundesbank

14.45 - 15.15 Coffee break

15.15 - 16.45 Testing Cyber Resilience in the Financial Industry -
TIBER-DE
Teresa Terpstra, Bundesbank

16.45 - 17.00 Wrap-up of day 1 and outlook on day 2
Markus Mufeleck, Deutsche Bundesbank

Time tbd. Social Event with dinner

Day 2, Wednesday, 27 September 2023

09.00 — 10.30 Cyber Threat Intelligence & Red Teaming
Givan Kolster, FalconForce

10.30-11.00 Coffee break

11.00 - 12.00 Impact of DORA on the financial sector
Givan Kaolster, FalconForce

12.00 — 13.00 Joint lunch



13.00 — 14.30 Panel discussion: Key factor for successful cyber risk
management
Givan Kolster, FalconForce
Camiel Castillo, De Nederlandsche Bank
Mimoent Haddouti and Sander Reerink, Rabobank
Teresa Terpstra, Deutsche Bundesbank
Andreas Vogel, Deutsche Bundesbank

14.30 — 15.00 Coffee break

15.00 —17.00 How to rob a bank — A hackers perspective
Camiel Castillo, De Nederlandsche Bank

17.00 - 17.15 Wrap-up of day 2 and outlook on day 3
Markus Muleleck, Deutsche Bundesbank

Time tbd. Social Event with dinner

Day 3, Thursday, 28 September 2023

09.00 — 10.30 The Rabobank perspective on security
Mimoent Haddouti and Sander Reerink, Rabobank

10.30-11.00 Coffee break

11.00 - 12.30 Cyber Game
Mimoent Haddouti and Sander Reerink, Rabobank

12.30 — 14.00 Joint lunch

14.00 End of seminar and departure



ORGANISATIONAL INFORMATION
Seminar Venue
Deutsche Bundesbank

Leibnizstral3e 10
10625 Berlin

Accomodation

Participants should book a hotel of their own choice. There is no hotel
block booking or reservation.

Seminar fee and registration

Seminar fee: € 480 (excl. accommodation)

Reqgistration deadline: Tuesday, 18 July 2023

Please register online on our website http://www.ese-initiative.org

Throughout the seminar lunches, snacks and soft drinks will be provided.
Ancillary costs (e.g. additional drinks, etc.) are to be borne by the
participants themselves. The social events are included in the seminar fee
and are considered as an integral part of the seminar.

Please note that nominating institutions will be charged via invoice
afterwards. In case a registration already confirmed by ESE is cancelled
after the registration deadline and no replacement for this place can be
found, the complete seminar fee is due and will be invoiced by ESE.

Seminar Organisation

General questions and specific questions regarding the venue and
organisation:

ESE Secretariat at Deutsche Bundesbank,

Email: ese-initiative@bundesbank.de

Tel. + 49 69 9566-7809



http://www.ese-initiative.org/
http://www.ese-initiative.org/

About ESE

The European Supervisor Education Initiative (ESE) is an alliance of
central banks and supervisory authorities in Europe with the objective to
gualify financial supervisors in Europe. Its members are Bank of Slovenia,
Banque centrale du Luxembourg, Czech National Bank, De
Nederlandsche Bank, Deutsche Bundesbank, German Federal Financial
Supervisory Authority and Oesterreichische Nationalbank.

ESE is committed to high level training based on uniform standards to
enhance financial supervisors’ knowledge and skills and to promote a
common European supervisory culture and practice. The initiative offers a
modular seminar programme for banking, insurance and securities and
markets supervisors, financial stability analysts and economists from
central banks and supervisory authorities in Europe.

ESE is always open to new members or cooperations. Any contribution by
European central banks, supervisory authorities or other institutions in the
field of financial supervision sharing the idea that training is crucial to the
success of financial supervision is highly appreciated.



